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January 2021

End of mainstream  support. 
It means MIM will work and get updates until that date.

January 2026 

End of extended support. 
By then you should leave the service and move to another 
solution.

 
 
 

Key dates
you need
to know



 Î In a significant on-premises environment, particularly 

including on-premises/custom HR applications  

 Î Custom integrations and workflows for various services 

 Î Frequent user on/offboarding, e.g. in hospitality or retail 

industries

 Î Automating Microsoft 365 license management

 Î Helping with MS Teams management  

 Î Facilitating quick synchronization during mergers  

& acquisitions processes (with the addition of Azure B2B to 

allow guests to a tenant)

 Î Office 365 contact synchronization between tenants

 Î On-premises synchronization from AD  to other directories 

and applications

Which scenarios is 
MIM still best for?

https://www.predicagroup.com/blog/merger-identity-1/
https://www.predicagroup.com/blog/merger-identity-1/
https://www.predicagroup.com/blog/guests-in-the-cloud-how-to-safely-manage-external-users-using-azure-ad-b2b/


1. Azure AD is a great choice if you’re going cloud-first or hybrid. 

It provides authentication, access & device management and 

cloud provisioning capabilities, in addition to these (cloud-

only) features:  

 • Reporting & auditing, which MIM doesn’t have 

 • Passwordless authentication 

 • Compliance and governance tools 

 • Access review and Entitlement Management functionalities 

(currently for cloud resources).

2. Custom IAG solutions can in theory be built on MIM but we 

do not recommend them as they are too costly and time-

consuming. Instead, we suggest you use ready-made 3rd 

party solutions (compatible with MIM) providing these 

capabilities, e.g. Omada, which can be deployed on top of the 

MIM engine. This way you may also be able to protect your 

MIM investment.

3. If you are not looking to replace MIM in the short-term and 

you don’t have an audit and compliance requirement, keep 

an eye out for updates to Azure AD and look into replacing 

some individual components which no longer work in MIM. 

When to 
move to 
Azure AD?
Entitlement Management:  an important feature 

in Azure AD, which provides access management 

capabilities. This was typically addressed in MIM using 

the group management feature. Keep an eye on it! 

Note: on-premises provisioning in Azure AD will 

be available in time, and more complex hybrid on-

premises access scenarios will be addressed. Some of 

those are already in preview. 



Q&A summary

Question: Is MIM still a good solution to implement 

for Privileged Access Management, to provide web 

interface and workflow for approving Kerberos access 

to administrator requests? Looking for good solutions 

for PAM just-in-time administration requests. 

Answer: MIM has a PAM (Privileged Access Management) 

module which addresses PAM scenarios for Active Directory. 

It was built to address this specific scenario and does it well, 

however it is different than general PAM solutions. It works 

well in on-premises scenarios. 

Azure AD has a PIM (Privileged Identity Management) to 

elevate privileges in the cloud. We would recommend these 

solutions for their respective scenarios. 

If you need general PAM capabilities (going beyond group- or 

role-based privilege elevation), you may want to look for a 3rd 

party solution.

Question: Where can we find a list of on-premises 

connectors with Azure AD for provisioning? 

Answer:  It is an early preview feature and was planned to be 

announced in spring 2020. Best way to stay informed about 

release is to track Azure Active Directory announcements and 

documentation.

Question: Will the entitlement and profiling be 

available on-premises again? 

Answer: On-premises application provisioning is coming to 

Azure AD, and when it will happen, you will most likely be able 

to access management through Entitlement Management. It is 

a simple group management / attestation case, in the simplest 

way. You can find out more about the upcoming Azure AD 

features in this video. 

https://docs.microsoft.com/en-us/azure/active-directory/
https://myignite.techcommunity.microsoft.com/sessions/81713


Q&A summary

Question: One of the big challenges is that MIM is 

far more robust than AAD. We have a large on-prem 

integration with Workday and hundreds of other 

integrated applications and even cloud systems 

such as O365, AWS. What are your thoughts 

regarding when AAD might be able to handle these 

more complex scenarios?  

Answer: Azure AD is getting there, but it is not there yet. 

In some scenarios MIM is more flexible because you can 

customize it with your own configuration. On the other hand, 

Azure AD provides more services, and even provisioning for 

some of them is already there. 

The scenario is there, and even larger organizations are 

using it. It can provision accounts to other systems and can 

handle some cases more complex than grouping, mapping, 

and synchronizing contacts. It is also constantly getting 

more features, so in the future Azure AD will definitely be 

able to handle even more elaborate scenarios. 



Q&A summary
 

Question: What sort of challenges do you see with 

reversing the flow and starting provisioning in Azure, 

and then pushing on-prem? 

Answer: Some organizations are using MIM to scrub HR data, 

clean it up, format it and push it to AD or another service. It 

is quite a common scenario. It’s a lot more efficient to use an 

SSIS package that can be dropped into SQL, which is easier to 

subsequently manage. In such cases direct provisioning from 

Azure AD is not possible, not because of technical reasons 

but more from an organizational point of view. When technical 

capabilities in Azure AD are there, this will be the main challenge 

for fully reversing the flows.

Question: How does Saviynt compare with Omada 

when it comes to MIM integration? SailPoint can as well 

integrate with/use MIM sync. 

Answer: All major tools are on the same page with capabilities. All 

mentioned solutions are leaders in this space and provide similar 

technical capabilities. The difference starts with methodology 

for deployment, pricing, and similar elements.



Question: What would be the best method for 

connecting to lesser used web-based HR systems 

without known connectors to build workflows? 

Answer: It depends on what APIs they publish. Ideally 

with a REST API you can query employee records in that 

system to create, update, and disable users for a classic HR 

provisioning scenario. You can also look at using Powershell 

management agent and write your own script, or do an 

ECMA with C#. These greatly reduce the cost and complexity 

of building them. Also use a webservice extension if there is 

one available. Either way, some development will be required. 

Question: Is there an out of the box connector with 

Omada to leverage existing MIM integrations? 

Answer: Yes, there is.

 

Q&A summary
 



Want to know more?
Watch the replay

 
 
 
 
youtu.be/i4_9URmPv94

http://youtu.be/i4_9URmPv94

